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Abstract: Secure Multiparty Computation(SMC) (also known 
as secure computation or multi-party computation/MPC) is a 
subfield of cryptography with the goal of creating methods for 
parties to jointly compute a function over their inputs while 
keeping those inputs private. TrustedPals allows reducing 
SMC to the problem of fault-tolerant consensus between 
smartcards, where only process crashes and message omissions 
may take place. Hence, within the redesign aimed at 
incorporating failure detection, we investigate the problem of 
solving consensus in such an omission failure model augmented 
with failure detectors. This papers covers about the 
contribution to solve some of the SMC problems by 
considering the size of the payload is to be chosen. It is 
necessary to find an acceptable tradeoff between security and 
performance such that a message size provides better security 
in expense of worse performance.. 
 

I. INTRODUCTION 
Secure multi-party computation (also known as 
secure computation or multi-party 
computation/MPC) is a subfield of cryptography 
with the goal of creating methods for parties to 
jointly compute a function over their inputs 
while keeping those inputs private. We present a 
modular redesign of Trusted Pals, a smartcard-
based security framework for solving secure 
multiparty computation (SMC) problem also 
known as secure computation or multi-party 
computation (MPC), a subfield of cryptography. 
The goal of methods for secure multi-party 
computation is to enable parties to jointly 
compute a function over their inputs, while at 
the same time keeping these inputs private. 
TrustedPals allows reducing SMC to the 
problem of fault-tolerant consensus between 
smartcards, where only process crashes and 
message omissions may take place. Hence, 
within the redesign aimed at incorporating 
failure detection, we investigate the problem of 
solving consensus in such an omission failure 

model augmented with failure detectors. The 
sub-problem of MPC that has received special 
attention by researchers because of its close 
relation to many cryptographic tasks is referred 
to as secure two-party computation (2PC) or just 
as Secure function evaluation (SFE). This area 
of research is concerned with the question: 'Can 
two party computation be achieved more 
efficiently and under weaker security 
assumptions than general MPC?’ We make a 
comparative study of several protocols for SMC 
and try to identify a problem to be solved and 
implemented. The first contribution is the size of 
the payload is to be chosen.  
 

II. FIRST CONTRIBUTION 
The first contribution is the size of the 

payload is to be chosen. It is necessary to find an 
acceptable tradeoff between security and 
performance such that a message size provides 
better security in expense of worse performance. 
So, we use an adaptive model for the tradeoff 
between service performance and security in 
service-based environments is presented. The 
performance and security metrics allow us to 
quantitatively calculate how much protection a 
security configuration vector can provide and 
how much performance will be decreased by 
that security configuration vector.  
 

III. MINIMUM REQUIREMENT 
VALIDATION 

Basically, the tradeoff between 
performance and security is implemented 
through resource allocation. First, the SBS has to 
allocate certain amounts of resources for both 
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performance and security to satisfy their 
minimum requirements. Then, if there are more 
resources, the Service based systems can 
allocate the available resources for better 
performance or better security. Hence, to check 
whether the tradeoff is possible, we first need to 
make sure that the minimum performance and 
security requirements can be satisfied. The 
service based systems required that the delay 
should be less than traffic. The  success 
probability of an attacker with capability c 
should be less than minimum security 
requirement. Service based systems only 
supports a limited number of security algorithms 
and key lengths, we can check whether both the 
minimum performance and security 
requirements can be satisfied by enumerating all 
supported security algorithms and key lengths to 
see if the above condition can be satisfied. 
 

IV. TRADEOFF OBJECTIVE FUNCTION 
When both minimum performance and 

security requirements are satisfied, the Service 
based systems can use the available resources 
for better performance or security. To have 
better security, as shown in the security metric, 
the Service based systems can use either a 
stronger algorithm with a longer key, or a larger 
protection percentage. Hence, to control the 
tradeoff between performance and security, we 
have to combine the performance metric and 
security metric together as a tradeoff objective 
function.  

 
V. PERFORMANCE BIASED OBJECTIVE 

FUNCTION 
 

The performance biased objective 
function is a tradeoff objective function that tries 
to maximize performance without violating the 
minimum security requirement. For the tradeoff 
objective function , the performance biased 
objective function sets the weighting factor of 
the security to 0. In this case, to minimize the 
tradeoff objective function is equivalent to 
minimizing the delay. When the encryption 
algorithm and the key length are fixed, the 
performance biased tradeoff should always use 
the minimum protection percentage.  
 

V. SECURITY BIASED TRADEOFF 
FUNCTION 

The security biased tradeoff function is 
a tradeoff objective function that tries to 
maximize security without violating the 
minimum performance requirements. For the 
tradeoff objective function, the security biased 
tradeoff function sets the weighting factor of the 
performance to 0. In this case, to minimize the 
tradeoff objective function is equivalent to 
minimizing the attacker’s success probability S. 
When the encryption algorithm and the key 
length are fixed, we can compute the upper limit 
for the protection percentage from the minimum 
performance requirements. 

  
VI. NON-LINEAR TRADEOFF OBJECTIVE 

FUNCTION 
If the SBS consumer’s preferences on 

performance and security, i.e., the weighting 
factors  do not change with the real-time 
performance and security conditions, we call 
such a tradeoff objective function as a linear 
tradeoff objective function, like the performance 
biased tradeoff function and the security biased 
tradeoff function. On the contrary, if the 
weighting factors a and b are related to the 
current performance and security, we call such a 
tradeoff objective function as a non-linear 
tradeoff objective function. There may be 
various ways to define a non-linear tradeoff 
model, but all definitions should have the 
following properties:  The weighting factor of 
performance increases when the performance 
approaches the minimum performance 
requirement.  The minimum performance or 
security requirements are critical for the SBS. 
Hence, when the minimum performance 
requirements are not satisfied, the weighting 
factor of performance becomes infinite. 

  
VI. CONCLUSION 

So, we use an adaptive model for the 
tradeoff between service performance and 
security in service-based environments is 
presented. The performance and security metrics 
allow us to quantitatively calculate how much 
protection a security configuration vector can 
provide and how much performance will be 
decreased by that security configuration vector. 
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